HMmnopt xpanuania kiaroveii B popmare PKCS#12, conep:kamero ceprudukar
OTKPBITOr0 KJI0YA M JINYHBI K104, B Opay3ep Opera (Bepcusi 9.51)

BosbmHCTBO Opay3epoB M MOYTOBBIX MPOTPaAMM IPUACPIKUBACTCS CTaHIApTa XpaHCHUS
kiaoueBoit mapel PKCS#12 (Public-Key Cryptography Standard Ne 12). [lansblii craHmapt
ompenensier QaiaoBblii  (GopMaT, HUCHONB3yeMBbId ISl XpaHCHHS JMYHOTO (CEKPETHOTO,
3aKpBITOTO) KII0Ya B CONPOBOXACHUHU cepTH(]UKaTa OTKphITOro kitoya. [lockonbky B (aiine
PKCS#12 (¢aiine ¢ pacmupenueM *.pl12) XxpaHutcs U cepTHPUKAT, U JUYHBIA KIIOY, C ATUM
daiinom HE0OX0AUMO OBITH CTOJB K€ OCTOPOKHBIMH, KaK U C TMYHBIM KIFOUOM.

1. Iycts, amnst onpenenéHuocty, auunbiid kirou JankaKupala_userkey.pem u BblimaHHbI#
ymocroBepsitouM ieHTpoM ceptudukar JankaKupala_Certificate.pem naxoxmsitcs B kaTajiore
KaroYu, KOTOpBIA mocTymeH mo ciaexyromemy nyrd D:\OpenSSL\openssh\bin\kzouu. YtoOsr
co3nath xpaHwiunie kiaouei B popmare PKCS#12 BrimonnuTe KoMaHIy Kpunrorpaduyeckoro
nakera nporpamm OpenSSL:

openssl pkcs12 -export -in D:\OpenSSL\openssl\bin\krrouu\JankaKupala_Certificate.pem
-inkey D:\OpenSSL\openssl\bin\krrouu\JankaKupala_userkey.pem -descert -out
D:\OpenSSL\openssl\bin\kzrour\JankaKupala_Keystore.p12

[Ipn BeIMONHEHHH KOMaHIbl Bam HeoOXoAuMMO BBecTH Mapoiib K Bamemy nuuHOMY
karouy JankaKupala_userkey.pem. 3atem tpeOyercs co3aarh (BBECTH M HOATBEPANUTH) HapOJIb K
Bamemy xpanwnuiny kiroueit JankaKupala_Keystore.pl2. TpeGoBaHusi K CIO0KHOCTH MapoJist
TaKMe ke, KaK ¥ K MapoJIto sl aKTUBALMK JJUYHOTO KiIto4a (PUCYHOK 1).

pibpatb C:\WINDOWS\system32\cmd.exe - openssl pkes12 -export -in D:\OpenSSL\openssi\bin\knwunlJanka... |o|m! ﬂ
B

D:~0penSiLlsopensz1sbin>openss]l pkesl? —export —in D:OpenSSLlsopenszslsbinskawuusJankaKupala
| Certificate.pem —inkey D:\Open8E&Lwopenssl-bhinkawuuJankaKupala userkey.pem —-descert —out
D:~0OpenSiLlsopenss 1snbinskawunsJankaKupala Keystore . pl2

Loading ’'screen’ into random state — done

Enter pass phrase for D:“Openf8SLwopenszslsbinswulju~JankaKupala userkey.pem:

Enter Export Password:

Verif ving — Enter Export Password:_

PI/ICYHOK 1 — BeimonHeHue KOMaHbI CO3JaHUA XpaHUJIUIIIA KIIIouei

Ilycts MIOJIY4YEHHOE XPaHWINLLE KIIIOYEH B dopmare PKCS#12
JankaKupala_Keystore.pl2, takxe OyaeT HaXOAUTHCS B KATaJIOre KIOYLL.

2.CoxpaHuTe KOPHEBOH cepTHU(HKAT yJOCTOBepstomiero entpa http://ca.grid.by/bygca-
cacert.der B kaTajore Kirouu.

3. 3anmyctute Opera.

4. Chayasia HEOOXOAMMO HMIIOPTHUPOBATh KOPHEBOW CEPTHU(UKAT YHAOCTOBEPSIONIECTO
neHtpa bygca-cacert.der (pucynku 2 — 5).

B mento Tools Beibepute myHkT Preferences. B mosiBuBIIeMcs: OKHE BBIOCPHTE BKIAIKY
Advanced. /lanee BeiOepuTe mose Security u naxxmure kHonky Manage Certificates (pucyHok 2).



http://ca.grid.by/bygca-cacert.der
http://ca.grid.by/bygca-cacert.der

Preferences

General | Wand | Sear Web Pages

Tahs
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% Enable Fraud Protection

Cookies
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Toolbars
Sharkcuts
:'-.-'DiCE: Security Protocols. ..

Pucynok 2 — Knonka Manage Certificates na Bxiaake Advanced/ Security B okue Preferences



B nosiBuBIIEMCSt OKHE BBIOEpHTE BKIaaky Authorities (pucynok 3).

Certificate Manager,

Personal | &uthar Intermediate | Approved | Rejected

+Certificate Authority Mig, ..
AddTrust External CA Rook :

COMODO Certification Autharity ~ Delete |
DigiCert High Assurance EY Root CA

Enkrust Global Secure Server Certification Autharity
Enkrust Rook Certification Autharity i
Enkrust Secure Server Certification Authoriby Export.. |
Entrust.net Certification Authority (20483

Equifax Secure Certificate Authority

Equifax Secure Global eBusiness CA-1

GeoTrust Primary Certification Autharity

GlobalSign

Globalgign Rook CA

GTE CyberTrust Global Rook

SecureTrust CA

Starfield Technologies, Inc.

Thawte Premium Server Ch

thawte Primary Root C4

Thawte Server T4

Certificate Authorities certify the identity of Web sites

Pucynok 3 — Briaaka Authorities B okue Certificate Manager

VKaxure HUMIOPTUPYEMbII KOpPHEBOM CepTHU(HKAT  yIOCTOBEPSIOLIEr0  LEHTpa
http://ca.grid.by/bygca-cacert.der.

Install Certificate

<localhost =

Certificate authorities certify the identity of Web sites, ¥ou should
only install certificate autharities From sites wou trust,

Belarusian Grid Certification Authaority:



http://ca.grid.by/bygca-cacert.der

Pucynok 4 — IMnopTupoBaHre KOPHEBOTO cepTU(dUKATA YAOCTOBEPSIONIETO IIEHTPA

Install Certificate

ﬂ Are wou sure you wank ko trusk this issuer?

Pucynok 5 — IMnoptupoBaHue KOpHEBOTO cepTU(UKaTa yAOCTOBEPSIONIETO [IEHTPa

5. Hanmee s wumnopra xpaHwiuma kmoued B ¢opmare  PKCS#12
JankaKupala_Keystore.pl2 (pucynku 6 —10) HeoOxomumo B MeHIO T00IS BbIOpaTh MyHKT
Preferences, B mosiBuBIIIeMCs1 OKHE BbIOpaTh BKJIaAKy Advanced, nanee BeIOpaTh mojie Security u
HaxxaTh KHOIIKY Manage Certificates (pucyHox 6).

Wan |:|

Tabs

Browsing Set Masker Password. ..
Motifications

Ask for passwiord
Cankent
Fonks Every time needed v
Downloads

| | Usemaster password to prokect saved passwords
Programs
Histary
Cookies
Security

Metwork Manage Certificates. .. ‘J

Toalbars
Shortcuts
Voice Security Protocols, .,

»" Enable Fraud Protection

Pucynok 6 — Knornika Manage Certificates na sxiaake Advanced/ Security B oxue Preferences



B nosiBuBIIEMCST OKHE BBIOEpHTE BKIaaky Personal (pucysnok 7).

Certificate Manager,

nal ! Authorities | Inkermediate | Approved | Rejected

*Client Certificate Issuer

Imnport... ‘

Client certificates identify wou during transackions with secure Web sites

Pucynok 7 — Briiaaka Personal B oxue Certificate Manager

VYkaxure umrnoptupyemsbiit daiin JankaKupala_Keystore.pl12.
Beenute nmaposs k Bamemy xpanwuuity kiarouei JankaKupala_Keystore.pl12 (pucysoxk 8).

Password

Flease enter the password protecting the key

Passwl:lrlj REE B S BB B Bl By

Pucynok 8 — BBox nmapoust



Import key and certificate

<localhost =

Do ol wank toimpart the private key and these attached certificate

(=07

(R4 manager)

Y EETE T

Pucynok 9 — IMnopTupoBaHue XpaHWINIIA KIF0Yen

Beenure (co3naiite) napomns Kk cucteme 6ezonacuoctu Opera (pucynok 10).
Password

To use a client certificate, Opera requires your master
password,

Passward kb

Pucynok 10 — Brox maposst

6. s mpoBepku pabOTOCHOCOOHOCTH HMIIOPTHPOBAHHOTO XpaHWJIMINA KITIOYeld B
dopmare PKCS#12 nepeiiaure no cepuike https://jabber.grid.by/test.php .
I[Tpu mombITKE BXO/1a TOJKHO TOSBUTHCS OKHO:



https://jabber.grid.by/test.php

Select Certificate

<jabber. grid.by =

The server requests identification in the form of a client certificate,

You may send one of the Following certificates:

(R4 manager)

Pucynok 11 — Mcnonp30BaHre UMIOPTUPOBAHHOTO CEPTH(HKATA

Beeaute napois k cucreme 6e3onacHoct Opera (pucyHnok 12).

Password

To use a client certificate, Opera requires ywour masker
password,

Password Aok

Pucynok 12 — Brox nmaposst

Ecnu ummnopt xpanwmima kmoueil B popmate PKCS#12 Obl1 mpou3BeieH yCIemHo, TO
3arpy3uTcs CcTpaHdia ¢ 0a3oBoil mHpopmamnmeld o Bamem ceprudukare, a Takke CChUIKA Ha
HoJIe3HbIE BEO-pecypchl, KOTOPBIMU MOXHO MOJIb30BaThCSI TOJBKO MPH HATWYUM CepTUDHUKATA:



" lpoee puThb ce prHukat - Opera

+ vl ¥

Edit  Miew  Bookmarks  Midgets  Feeds

Tools

SopaectEviiTe, Hanna Hlewich (A manager).

Ilesppaengen, Bam cepTudurar TefcTEHTEIEH.

E TB.E'JIH]'_[E NpHEEAEHE HEEOTOPEIE AP aMETPE H COOTEETCTEYEOIHE SHAUEHHA

Bamero ceprudurara:

| ITapameTp

” 3Ha4YeHHe

Eame oTHHIHTENEHOE HDMA, Fak
aboHeHTA ¥OOCTOBEPAROIET S OEHTLDA

DC=by D C=grid/O=uip bas-net by
CH=Hanna Hlevich (EA manager)

|Hatxa.no cpoKa QedcTERA cepTHOHEKATA

[Mov 3 10:10:10 2009 GMT

OEOHYAHHE CpoKa NeHACTEHA
cepTHHKaTA

Mo 28 10:10:10 2010 GMLT

|CeprIHHf1 HOMED CepTHOHEATA

[3E703B978554E4T0

O TIHYHTEIRHOE HMA
YIOCTOEERAOLETS TEHTPA, KOTORHH
HzIan cepTHHHKAT

D=y C=grd/O=mip bas-net by!
CH=EBelarusian Gnd Certification
Authority

AMpec AMEKTROHEOH TOUTH, KOTODLIH
YVHASAH B CepTHOHEATE H MOEET

B B - | Q100

-

Pucynok 13 — Ctpanuia ¢ 6a30Boi nHpOpMAaIHeit o cepTudukare




